Example Agency


1.7 integrity and Reporting 

Policy

Example Agency has implemented this policy to enhance integrity in the Agency to reduce the risk of fraud and corruption, as well as assist staff to make decisions in the reporting of fraud, corruption and other criminal offences affecting the department.

Management and staff of the department have a responsibility to ensure that risk assessments are conducted and where necessary fraud and corruption prevention strategies are implemented.

Fraud and corruption against the department or other parties will not be tolerated in any form or degree.  Staff are urged to exercise diligence, probity and the highest level of ethics in fulfilling their duties and in all dealings.

Rationale for Policy

The Integrity Policy for the ACT Public Service sets out the broad whole-of-government policy on the promotion of integrity in the ACT Public Sector.  The Public Sector Management Standard 1, Part 4 –Integrity, details the formal responsibilities upon agencies to promote integrity and control fraud and corruption.  These instructions provide a step-by-step approach to the processes for enhancing integrity and are specifically designed to assist staff make decisions in relation to the reporting of fraud, corruption, and other criminal offences affecting the Government.  These instructions should be used in conjunction Instruction 1.2 – Risk Management. 

To assist in the reading of these instructions, the definitions from Public Sector Management Standard 1, Part 4 – Integrity are reproduced below:

‘integrity’ means the exercise of authority in accordance with the stated values and principles of the ACT Public Service and the control of fraud and corruption.

‘fraud’ means taking or obtaining by deception, money or another benefit from the government when not entitled to the money or benefit, or attempting to do so - this includes evading a liability to government.

'corruption’ in relation to an officer or employee means that the officer or employee seeks, obtains or receives any benefit, other than lawful salary and allowances, on the understanding that the officer or employee will do, or refrain from doing, anything in the course of their duties, or will attempt to influence any other officer or employee on behalf of any person.

‘Risk Management Standard’ means the current Risk Management Standard AS/NZ 4360: (year of promulgation) issued by Standards Australia.
‘SERBIR’ means Senior Executive Responsible for Business Integrity Risk.Responsibilities and Accountabilities

The primary responsibilities and accountabilities in relation to integrity rests with the:

· Chief Executive;

· Senior Executive Responsible for Business Integrity Risk (SERBIR)  – Director Corporate Services; 

· Directors and Managers; and

· all other employees of the Department.

Responsibilities and Obligations of Staff

Individual staff members can assist in improving the integrity of the department by actively assisting in the prevention processes, reminding work colleagues of the values of the ACT Public Service and reporting cases where fraud, corruption or abuse of office is suspected.

When breaches of integrity are suspected

In the event that fraud or corruption is suspected, officers have a duty to report the suspected fraud or corrupt act to the Manager of their section.

Situations can potentially occur where an officer does not want to report the suspect activity to a particular person because the officer believes that person may be implicated in the issue.  To fulfil the obligations to report in these circumstances, there is a ‘hierarchy’ of procedures:

1. in the event that the officer believes the suspect activity relates to the Manager, then the officer should report the suspect activity to the Director of the business unit;

2. if an officer feels uncomfortable about raising a matter with the Manager of their section, or the Director of the business unit, they should report the suspect activity to the SERBIR;

3. if an officer feels uncomfortable about raising a matter with the SERBIR, then the officer should report the suspect activity to the Chief Executive;

4. if an officer feels uncomfortable about raising a matter with the Chief Executive, then the officer should report the suspect activity to the Ombudsman, or the Commissioner for Public Administration.

The department recognises that an officer contemplating reporting a suspected fraud or act of corruption, may have concerns that by making the report the officer may be exposed to some sort of reprisal or legal action.  If this is the case, the officer should raise these concerns with the officer receiving the report and the matter will be dealt with under the Public Interest Disclosure procedure and protection available under that legislation will apply.

The department will deal with all reports quickly and with discretion.

The recipient of the report is responsible for ensuring that advice is followed up with a written report.  Original supporting evidence of the allegation should be included with the report unless its removal from use would alert the alleged perpetrator, in which case a copy should be obtained.  Such evidence may consist of documents or computer data.  Care must be taken to ensure that documents are preserved in their original state - for example they should not be handled excessively, marked, altered or left unsecured.  If there is any doubt about what action to take as a result of the allegation, the SERBIR should be consulted immediately.

Maintaining the Department’s integrity
All employees are asked to assist in the risk management process by answering any questions put to them and thinking carefully about the exposure the department may have to breaches of integrity, including fraud and corruption.  If an employee identifies any risks to the integrity of the department outside the regular cycle of risk assessment, the employee is requested to discuss this with the supervisor so as to ensure it is dealt with effectively. 

Chief Executive

The Chief Executive is responsible and accountable to the Minister for the full and effective implementation of integrity strategies within the department. 

The Chief Executive:

· must pursue a systematic approach to integrity; 

· must assess the risk to integrity against each of the Agency’s programs and provide assessment reports to the responsible Minister;

· must develop detailed plans for fraud and corruption prevention or develop arrangements for fraud and corruption prevention and minimisation and include those arrangements in corporate plans, internal audit plans, and other internal management plans;
· will develop a management information system to record breaches of integrity; and
· as part of an Agency’s Ownership Agreement and consistent with the standard a Chief Executive must assess and review their integrity arrangements every two years or more frequently if:

· any significant lapse in integrity  is discovered; or

· there is a significant change in the nature or scope of operations, procedures or systems.

Senior Executive Responsible for Business Integrity Risk  – Director Corporate Services 

The Chief Executive is required to appoint an officer of SES level as Senior Executive Responsible for Business Integrity Risk  (SERBIR).  The Director Corporate Services is  the person currently holding this position.

The SERBIR:

· has responsibility to ensure that the department has a current Fraud and Corruption Prevention Plan and that this plan is revised bi-annually; and

· must notify the Departmental Audit Committee of the Fraud and Corruption Prevention Plan and any revisions made to the Plan. 

Directors and Managers

Directors and Managers have responsibility to:

· assist the Chief Executive and SERBIR in fulfilling their responsibilities and ensuring that integrity strategies that are developed are being fully complied with by all staff;

· ensure each program and sub-program under their control is subject to risk assessment, evaluation and control; and

· regularly and systematically assess the potential within their area of responsibility for breaches of integrity, including theft, corruption and fraud to ensure that relevant fraud prevention procedures are being followed and are effective.

Audit Committee

In 2003, the Department of Treasury promulgated a policy document entitled Internal Audit Framework.  Among other things, this document dealt with the establishment of Agency Audit Committees that monitor and review the effectiveness of corporate governance mechanisms in Agencies.  Audit Committees therefore play an important role in assisting Agencies in establishing and maintaining integrity.  As a part of the audit function, Audit Committees are encouraged to review the operation and management of risk within the Agency and this review should include an assessment of the effectiveness of management’s oversight responsibilities in relation to promoting and maintaining integrity.

A description of the extended role and functions of Audit Committees with respect to the Policy is at ATTACHMENT B to this instruction.

Non-Compliance

Failure to comply with these procedures may increase the department’s exposure to fraud and corruption or result in a fraud or corrupt act against the department.

Managers and staff are therefore accountable to the Chief Executive for the fulfilment of their responsibilities under these procedures.  Non-compliance will be taken as a serious matter and may result in disciplinary action or be reflected in management performance reviews. 

Target Users

These procedural rules are for all staff of the department.

While all staff are encouraged to read all of this instruction, it should be noted that some parts of this instruction are particularly aimed at SERBIRs, that is: 

· Risk Assessment and Fraud and Corruption Prevention Planning

· Reporting of Fraud and Corruption

· Dealing with Allegations.

Procedures

The following procedures are addressed in this instruction:

· Senior Executive Responsible for Business Integrity Risk – Director Corporate Services;

· risk assessment and fraud and corruption prevention planning;

· Fraud and Corruption Prevention Plan;

· reporting of fraud and corruption ;

· using Public Interest Disclosure Act 1994 (Whistle Blowing);

· dealing with allegations or reports of suspected fraud or corruption ;

· investigating fraud and corruption ;

· internal inquiries;

· external investigations;

· investigation report;

· recovery of public money;

· penalties for fraud and corruption;

· superannuation benefits if convicted of fraud; and

· model litigant guidelines.

Senior Executive Responsible for Business Integrity Risk – Director Corporate Services

The Chief Executive is required to appoint an officer of SES level as Senior Executive Responsible for Business Integrity Risk (SERBIR).  The Director, Corporate Services is the person currently holding this position.

The Chief Executive is required to provide details of SERBIR appointments to the Executive Director Public Sector Management and Labour Policy Group.

Risk Assessment and Fraud and Corruption Prevention Planning

The most effective means of minimising fraud and corruption is to implement control mechanisms aimed at minimising opportunities for improper conduct, illegal or corrupt behaviour.  

This can be achieved by evaluating, identifying and reducing risks – a process commonly referred to as risk assessment and fraud corruption prevention planning.  

The risk assessment, evaluation and planning processes are ongoing management responsibilities.  The Public Sector Management Standard 1, Part 4 – Integrity requires that the process be repeated every two years.  In addition, existing plans and procedures must be reviewed in the light of substantive program, sub‑program, or organisational change.  

Guidance on the general issue of risk management can be found in Instruction 1.2 Risk Management.

Assessing Risks to Integrity

Instruction 1.2 Risk Management provides general guidance on how to undertake risk management.  It is based upon the Standards Australia AS/NZS 4360:1999 Risk Management and HB 143:1999 Guidelines for Managing Risk in the Australian and New Zealand Public Sector.  These documents deal with risk management in general – business risk, security risk, and disaster risk.

In applying the Risk Management Standard to the specific area of risk to the department’s integrity, there are certain issues that need to be addressed.  These are set out below in the order of the risk assessment process set down in the Standard.

Establishing the Context

The Standard sets down a number of dimensions of context that need to be established.  In assessing integrity risks, a number of factors need to be taken into account.  The process should commence with a series of factors that are indicative of problems in integrity such as, waste of public resources, mismanagement and abuse of office.  The risk assessment process needs to be broad to encompass all these elements and not focus on one factor alone, for example, fraud.

At the next level, there are specific factors that are directly related to integrity – fraud, corruption and the conduct issues covered by Section 9 of the Public Sector Management Act.

A key component of establishing the context is identifying stakeholders.  For an optimal result, this needs to be read broadly and encompass more than senior level staff.  All employees have a stake in the integrity of the department and the risk assessment process should tap the expertise and insights of all levels of the organisation.  As well, external service providers (for example private sector investigators and auditors) need to be included in the process.  Because the process includes elements of the criminal justice system, stakeholders like the AFP, DPP and GSO may be considered as appropriate participants in the risk assessment process.

Setting the Risk Criteria 

In determining the criteria against which risk is going to be evaluated, it is necessary to consider that the purpose of the process is to determine risks to integrity.  Consequently, it is essential to look further than just monetary loss.  Another crucial criterion is damage to the reputation of the department or the ACT Public Service as a whole.  Ways of measuring risk can only be developed when all the risk criteria are identified.

Identifying Risks

The broader the stakeholder base, the more likely it is that a comprehensive range of risks will be identified.  This is particularly the case with investigators familiar with the department’s systems as they develop a solid understanding of the risks of fraud and corruption.

With one exception, the Public Sector Management Standard does not set down the areas of risk that need to be assessed.  However, experience has shown there are some areas of public sector activities that are particularly prone to breakdowns in integrity.  As a matter of prudence, the department will include in the risks assessed the following:

· information technology and information security;

· electronic commerce, electronic service delivery and the Internet;

· grants and other payments or benefits programs;

· tendering processes, purchasing and contract management;

· services provided to the community;

· revenue collection;

· use of Government credit cards;

· travel allowance and other common allowances;

· salaries; and

· property and other physical assets including physical security.

The Public Sector Management Standard 1, Part 4 specifically requires that particular attention be paid to the risks of fraud and corruption in the provision of services by providers from outside the ACT Public Sector.

Analysing Risks

When undertaking this step in the risk assessment process, the department will carefully examine records of cases that have been investigated to ascertain where control processes have broken down.

The Standard requires that in the analysis of risks, the adequacy of controls be assessed.  This is extremely important in the area of integrity – particularly fraud.   This step highlights the importance of a broad participation base in the risks assessment process.  Generally, senior officers have little day-to-day experience of detailed control mechanisms and valuable insights of those employees who implement the controls needs to be actively sought.

Evaluating Risks

The department, like many public sector bodies, undertakes a wide variety of functions.  The end product of the risk assessment process is a listing of risks that could impact upon the department, set down in priority order.  To enable that priority to be established, it is necessary to rate risks in a way that enables a meaningful priority to be set.  The usual way of doing this is to convert ratings of consequence and likelihood into numeric weightings.  Care needs to be taken to ensure that this is done in a manner that produces realistic priorities.  This is a challenge when attempting to measure in a comparable way financial risks and risks to reputation across a wide range of functions.

Other Issues Relating to the Risk Assessment Process

It needs to be noted that there is no one ‘template’ risk assessment methodology for assessing the risks to an organisation’s integrity.  The Standard suggests a separate methodology be developed for every risk management exercise.  While this may be an unnecessarily purist approach, certainly any existing risk assessment methodology needs to be examined thoroughly to ensure that it fully meets the department’s needs.

As the risk assessment process is being worked through, it is essential that all the decisions made and recorded as well the reasons for those decisions.  This will enable the risk assessment methodology that has been developed to be replicated, or more likely, to be fine-tuned to deal with future developments.

Even though the risk assessment and the development of the fraud and corruption prevention plan are described as separate processes, it is essential that they be undertaken together.  The end product of this effort is to develop a series of action items that will reduce risks to the department’s integrity.  In the process of identifying and analysing risks, there will be a lot of information from the participants on what needs to be done to reduce or eliminate risks.  This information needs to be recorded in detail to inform the next stage in the process.

It is open to the department to engage an outside service provider to assist in the process.  Where this is done, it does not in any way detract from the formal responsibility of the Chief Executive to deal with the department’s integrity issues.  As well, when an outside provider has been engaged to undertake any part of the risk management process, the SERBIR is responsible for ensuring that the methodology used meets the department’s needs.

The Public Sector Management Standard 1 Part 5 requires that particular attention be paid to the risks of fraud and corruption in the provision of services by providers from outside the ACT Public Sector.

Fraud and Corruption Prevention Plan

Under Public Sector Management Standard 1 Part 4 the department is required to develop and implement a Fraud Corruption Prevention Plan.  The preparation of this plan follows on from the formal risk assessment of the entire department.

There is no set format for a fraud and corruption prevention plan.  The following are the matters that will be contained in the departmental plan:

· it will be based upon a recent assessment of the risks to the department and will deal with those risks in priority order;

· the Risk Management Standard allows for a number of responses for dealing with risks, including accepting risks, insuring against risks and transferring risks.  These responses are not appropriate when dealing with integrity.  With risks to the integrity of the department, these will all be dealt with through reducing their likelihood by improving controls and raising employee awareness;

· the plan will clearly identify which line area of the department is responsible for dealing with the risk;

· the SERBIR’s primary role will be monitoring that the plan is implemented and coordinating any risk treatments that involve more than one area of the department;

· against each of the risks identified, the plan will set detailed and clearly identified actions.  These action items will be cast in such a way as to easily identify when the action has been completed.  Risks will not be dealt with by creating another monitoring mechanism;

· the plan will have a realistic timetable for implementation.  That timetable will reflect the priority afforded the risk in the risk assessment process; and

· the plan will coordinate the response to integrity risks with other governance mechanisms including – internal audit, physical security and IT security.

The Fraud and Corruption Plan must be reviewed every two years.  The review should entail:

· determining that risk assessment methodologies are valid;

· conducting another risk assessment;

· reviewing changes in the programs operation and environment since the last plan;

· addressing recommendations in the last fraud and corruption prevention plan not yet implemented; and

· developing a further two year program for fraud and corruption prevention which will rectify residual shortcomings in the procedures.

If there has been a major change in the functions, responsibilities or procedures of the department, a further risk assessment will be conducted and if new risks are identified the plan will be altered accordingly.  The sort of events that may precipitate a risk assessment outside the usual cycle is a Machinery of Government change.

Public Sector Management Standard 1, Part 4 requires that the Chief Executive certify in the Annual Report that the processes for assessing the risks to the integrity of the Department’s programs and the preparation and implementation of the resulting fraud and corruption prevention plan have all been undertaken.  This certification is undertaken upon the recommendation of the Audit Committee.

Reporting of Fraud and Corruption

For the department to deal effectively with threats to its integrity, it is essential that all breaches of integrity are recorded.  The Public Sector Management Standard 1, Part 4 requires that each department establish and maintain a management information system that records:

· all instances of fraud and corruption;

· losses to the department or potential for damage to the reputation of the department or ACT Public Service as a whole;

· investigative action taken;

· disciplinary action taken or outcomes of matters which have been prosecuted; and

· any changes to procedures and practices arising from the incident.

Further detail on the information that is required to be included in the management information system is provided at ATTACHMENT C.
That information is vital in tracking where problems are occurring and forms the basis upon which the integrity risk assessment is undertaken.  Any officer who is responsible for the handling of an allegation of fraud or corruption should immediately contact the SERBIR and inform that officer of the details of the case.

In relating to this reporting function, the SERBIR is responsible for:

· the establishment and maintenance of the management information system described above;

· the recording of all reports and allegations of fraud or corruption as soon as practicable; and

· reporting regularly to the Audit Committee on the cases that are being dealt with by the department.  The Committee has responsibility for ensuring as far as practicable, and from an independent perspective, that all reports and allegations of fraud or corruption are properly dealt with by the department.

Certain information about the integrity program is required to be published in Annual Reports.  The purpose of this publication is to assure the Legislative Assembly, and through it, the community, that these issues are being handled professionally in the Department.  The material published in the annual report broadly describes the risk assessment process, the implementation fraud and corruption prevention plan and some details of those cases that have gone completely through the formal processes of investigation and punishment.

Using Public Interest Disclosure Act 1994 (Whistle-Blowing)

The Public Interest Disclosure Act 1994 creates a statutory scheme to encourage the disclosure of improper conduct or wrongdoing (sometimes known as ‘whistle blowing’).  The Act has powerful provisions for the protection of people, which includes ACT public employees, who report fraud, corruption, abuse of office, waste or endangering health or safety of the public.

Every government agency is obliged to put in place procedures for receiving and dealing with disclosures made under the Act.  These procedures must deal with:

· making public interest disclosures;

· assisting and providing information to people to make public interest disclosures;

· protection from unlawful reprisals; and

· acting on unlawful reprisals.

Under this legislation, government agencies are required to identify a contact officer for staff to report concerns to.  The contact officer in the Department is the SERBIR.

Further information on Public Interest Disclosure can be located at: http://www.psm.act.gov.au/publications.htm

Dealing with Allegations or Reports of Suspected Fraud or Corruption

When a report or allegation of fraud is received every effort must be made to have such reports dealt with quickly and decisively.  The SERBIR reports on progress to the Audit Committee and the Committee, in turn, plays an active role in monitoring progress on bringing matters to finality.

In examining cases of suspected fraud senior line managers must ensure that any enquiries are not pursued to the point where they may prejudice any subsequent investigation.

Breaches of integrity are very sensitive issues.  While there are accountability requirements for reporting on cases, while a case is under investigation, there are compelling reasons for strictly limiting the disclosure of information.  These reasons are:

· the suspect is likely to attempt to destroy evidence that could assist in the adjudication of a case;

· the suspect has the right to a presumption of innocence and widespread knowledge of the case could severely damage the reputation of the person before a formal judgment has been made; and

· the privacy of the suspect, other staff members and Departmental clients could be compromised.

Consequently, all cases should be treated on a need-to-know basis.  Staff who inadvertently become aware of an active case of fraud or corruption should resist the temptation to gossip about it.

When a report of fraud is received it should be referred ‘in confidence’ to the SERBIR.  As soon as practical, the SERBIR and the referring supervisor or manager should decide whether the matter:

· is without foundation;

· should be dismissed as trivial, mischievous or vexatious;

· is of a disciplinary nature and should be dealt with in accordance with the Public Sector Management Standard 19, Discipline;

· should be referred to the Auditor-General;

· should be referred to the Chief Executive;

· is one that may be resolved by the application of administrative or civil action to recover losses; or

· is of a serious criminal nature and warrants investigation with a view to handling as a criminal matter. In reaching a decision on what action to take about a particular case, the SERBIR and the referring supervisor or manager should have regard to the likelihood of a successful conclusion.  With cases of a criminal nature, the decision on what action is to be taken is made by the Director of Public Prosecutions.

Where an allegation is received about a worker’s compensation issue, the SERBIR will refer the matter to the ACT’s compensation cover provider, ComCover.

Investigating Fraud and Corruption

It is important that a consistent approach is taken when dealing with breaches of integrity.  The decision on whether to deal with the matter internally, externally or referring to the AFP will be taken by the SERBIR.

The table in Attachment D suggests the criteria that can be used in streaming cases.  It is obvious that particular cases may not fall neatly into the categories outlined.

No other officer in the department is authorised to refer cases to the AFP.  In referring matters to the AFP, the following information will be provided:

· the allegations(s); 

· the names of the suspected offender(s) (where known);

· a chronological account of the facts giving rise to the allegation(s); details of witnesses;

· copies of relevant documents;

· references to any relevant legislation; and

· contact details of the SERBIR.

The point of contact in the AFP is:


Team leader, Fraud Investigation


Territory Investigations Group


Telephone:
62567777  

With the exception of cases handled by the AFP, the SERBIR needs to be satisfied that:

· the person undertaking the investigation is not involved in the matter and has no conflicts of interest; and

· possesses sufficient skills and experience to undertake the investigation, including to collect, preserve and present evidence, conduct and record interviews and prepare the necessary brief of evidence, internal report or disciplinary papers.

With regard to the latter issue, the SERBIR will need to assess whether the complexity of the case warrants an investigation by a person with formal investigation qualifications.  This is not an issue if the AFP agrees to take on an investigation, as the AFP is responsible for the qualification of its sworn officers.  For other than AFP officers, the minimum formal qualification is a Certificate IV in Government (Fraud investigation).

In-house Inquiries

Should the department choose to take the responsibility for the investigation of isolated breaches of integrity then a suitably experienced internal investigator will conduct the investigation.

The approach taken with an investigation will depend upon the circumstances of the case and how the possibility of the alleged breach is identified.

If a possible fraud or case of corruption is disclosed through a Public Interest Disclosure, there are statutory and other procedures that will inform the manner in which the department proceeds.

If a matter is being investigated under the provisions of the Public Sector Management Act 1994, the process to be followed is outlined in the Act.

External Investigation

As outlined above, where cases meet the criteria for being serious and complex, the SERBIR will refer them to the AFP.  The AFP will make a decision as to what action it will take.  That action could be:

· take over the investigation entirely;

· jointly manage the investigation with the department; or

· refer the matter back to the department for investigation.

In considering whether or not to refer matters to the AFP, if there is any doubt about what action to take, the SERBIR will consult with the AFP.  

In the event that the department is required to investigate a matter that requires a qualified investigator, the department has the option of using in-house resources (if available) or using a private sector service provider.

Private sector providers will be selected from the panel of providers for the ACT Public Service.  The SERBIR is responsible for arranging the terms of the engagement of the private sector providers.

Prior to engaging the provider, the SERBIR will prepare an investigation plan that will form the basis of the engagement.  In preparing the investigation plan the SERBIR should:

· summarise the information provided about the allegations so as to make clear what exactly has been alleged;

· consider the purpose of, or what is hoped to be achieved by, investigating the allegations (for example, disciplinary penalty, criminal penalty, recovery of monies);

· identify, as far as possible, the information needs to be gathered in order to achieve the objectives of the investigation;

· determine the action that needs to be taken to gather this information, and determine a timeframe for these tasks.  In particular, identify whether any of the information requires specific skills to access and/or interpret – like computerised transactions;

· anticipate possible problems and plan for them.  In particular, identify whether all of the information can be obtained without the use of warrants; and

· prioritise tasks according to their urgency and the resources necessary to achieve them.

If the SERBIR requires any assistance in the preparation of the plan, the AFP is available for consultation.

Whether the investigation is undertaken by the AFP or a private sector provider the contact in the department will be the SERBIR.  The SERBIR is responsible for ensuring that the investigators receive every assistance necessary during the investigation.  

Such assistance may extend to:

· the provision of documents or records;

· arranging interviews with witnesses and suspect/s; and

· providing private office accommodation for interviews etc.

Investigation Report

At the end of the investigation, the investigating officer/s will provide a report to the SERBIR covering the outcomes of the matter and any recommendations for systemic improvement.

If there is sufficient evidence to proceed to prosecution the investigators will prepare a brief for evidence for the Director of Public Prosecutions.

Should there be insufficient evidence to launch a prosecution, the investigators may make recommendations regarding the institution of disciplinary action.

Investigation reports must not be placed on personnel files.

Recovery of Public Money

If public money has been improperly obtained and it is likely that criminal proceedings will occur, the department will attempt to recover that money.  It is possible that the Confiscation of Criminal Assets Act 2003 may apply.  The DPP should be about any recovery action in such circumstances. 

The department will also give consideration to instituting civil proceedings to recover monies that have been improperly obtained.  Any monetary or other losses that are unable to be recovered by other means - for example reparation ordered by the court in criminal cases, or direct recovery from the debtor – will be referred to the Government Solicitor’s Office (GSO) for consideration of civil action to recover the loss.

If ACT Government benefits are involved, and are ongoing, deductions can be made from those payments. 

Penalties for Fraud and Corruption

Fraud and corruption affecting the ACT Public Service are offences under the Criminal Code 2002.  Depending on the circumstances and seriousness of the offence, a fraudulent act can be punishable by either a good behaviour bond, a fine, or by imprisonment.

Internal Fraud, that is fraud committed by an employee, may also be dealt with by means of disciplinary action resulting in a reduction in pay, a transfer, or in serious cases dismissal from the service.

Superannuation Benefits if Convicted of Fraud

The superannuation benefits due to a person convicted of fraudulent or corrupt conduct who is, as a result, dismissed from the service, may be drastically reduced.

Model Litigant Guidelines

In the event that matters result in action before the courts, the department will act in accordance with its obligations under the ACT Model Litigant Guidelines
. 

Training

Fraud awareness training is an essential part of the overall process of fraud prevention. Officers have a duty arising from the relationship with their employer and, as well, from their role as trustees of the public interest.  

The department will ensure that all staff are provided with awareness training on the importance of integrity and the mechanisms in place to promote it.  Managers are urged to make staff available for the training associated with the Integrity Policy.

SERBIRs will require specific high-level training on aspects of the Policy.  This will be provided by CMD.

Links

Public Sector Management Act 1994  

Public Sector Management Standard 1 Part 4, Integrity Integrity Policy of the ACT Public Service

1.2 Risk Management  

6.1 Asset Management

Public Sector Management Standard 19, Discipline 

ATTACHMENT A: Appointment and Role of SERBIR

Appointment

In accordance with the Public Sector Management Standard 1.4 - Integrity, Chief Executives are required to appoint a senior executive to take responsibility for all integrity issues within their particular agency.

Chief Executives are required to provide details of all such appointments to the Executive Director of the Public Sector Management Labour Policy Group within the Chief Minister’s Department.

Role and Functions

The principle role of the SERBIR is to regularly report to the Chief Executive, and/or Board of Management as well as the Audit Committee on overall compliance with the Integrity Policy.

One important function of the SERBIR is to be a ‘champion’ of integrity in the Agency and to promote awareness and acceptance of this policy at every opportunity.

Dealing with Allegations

· directly take reports of suspicious acts where the employee is not comfortable with raising it with their superior;

· assist managers in handling and recording reports of suspicious acts reported to them;

· receive reports of suspicious acts from managers that have been received from employees;

· report to the Audit Committee on trends in reported suspicious acts and how they have been handled;

· receive and deal with reports under the PID procedures; and

· refer worker’s compensation issues to Comcover

Reporting

Establishment and maintenance of the management information system as described in Paragraph 8.1 and Attachment C.

Investigations

· determine how allegations are going to be handled; stream cases to the AFP, external investigators or internal handling;

· refer cases to the AFP where required;

· determine whether investigators have necessary skills/experience;

· engage external investigators from panel;

· draw up investigation plan;

· be the point of contact for AFP/external investigator;

· receive investigation reports, summarise for Audit Committee;

· monitor the progress of all investigations; and

· at the completion of each investigation, undertake a high level quality assurance review
, including an examination of the:

· protection of the rights of suspects, employees and the community;

· protection of evidence; 

· adequacy of the outcome;

· compliance with investigation standards; and

· lessons learned from any failures of policies and procedures have been remedied.

Integrity Risk Assessment and Plan

· determine the appropriate methodology for the assessment of risks to integrity is used;

· ensure that the risk assessment is conducted in accordance with the Risk Management Standard; 

· oversight that the Fraud and Corruption Prevention Plan is fulfilling the requirements laid down in the policy;

· monitoring implementation of the plan and report to Audit Committee; 

· where the Fraud and Corruption Prevention Plan requires action by more than one area or Department wide action, coordinate that action; and

· assess broad trends in integrity within Agency for report to Management Council 

Awareness Raising

Ensure that the policy is brought to the attention of staff of the agency through training sessions or other media.

ATTACHMENT B: Functions of Audit Committee 

Monitor and Advise the Governing Body on:

Integrity Risk Assessment

The Audit Committee is to be provided with copies of the Integrity Risk Assessment.  Should the Audit Committee consider it necessary, it will advise the Chief Executive
 of any alternative viewpoints regarding the Integrity Risk Assessment.  The Audit Committee may use the Integrity Risk Assessment as a basis for prioritisation of internal audit activity.

Quality of Fraud and Corruption Prevention Plans

The Audit Committee is to be provided with copies of the Fraud and Corruption Prevention Plan and proposed management strategies to address any areas of unacceptable risk.  The Audit Committee may independently advise the Minister should it have any concerns regarding the Fraud and Corruption Prevention Plan and implementation of management strategies.

Handling of Fraud and Corruption Cases

The Audit Committee is to be advised of all fraud and corruption cases.  Handling and management of these is the responsibility of the SERBIR.

Reviews of Particular Areas of the Agency’s Activities

Where the Audit Committee:

· considers that the Agency’s procedures and practices relating to an area which impacts upon the integrity of the Agency are inadequate, and

· in the view of the Audit Committee, the inadequacies have not been effectively dealt with by the fraud and corruption prevention plan,

· the Audit Committee undertake a review of those procedures and practices and report to the Chief Executive on steps necessary to remedy the shortcomings.

The Audit Committee may, after consultation with the Chief Executive, refer a matter relating to a serious breach of integrity to the ACT Ombudsman if the Committee reaches the view that neither investigative action nor internal administrative action is likely to resolve the issue and if is not a matter referred to in Section 6 of the Ombudsman Act 1989.

ATTACHMENT C: Recording information 

Types of Cases Included in the Recording Requirement

What needs to be recorded is information about:

1. all cases of fraud as defined in Section 1 of the policy;

2. all cases of corruption as defined in Section 1 of the policy; and

3. breaches of the disciplinary code as they relate to fraud and corruption, in particular:-

· breaches of requirements to act impartially and with probity (sub-paragraph 9 (a) and (b) of the Public Sector Management Act 1994);

· breaches of requirements to avoid or disclose conflicts of interest (sub‑paragraph 9 (j) of the Public Sector Management Act 1994);

· taking improper advantage of position or information (sub-paragraph 9 (k) and (l) of the Public Sector Management Act 1994);

· improper use of Territory property (sub-paragraph 9 (o) of the Public Sector Management Act 1994); and

· failure to report corrupt behaviour or maladministration (sub-paragraph 9 (q) of the Public Sector Management Act 1994).

There is no requirement under this policy to record an event where preliminary analysis upon receipt indicates little possibility of proof to the level of balance of probabilities (that is, the allegation is prime facie vexatious or frivolous). 

In considering the threshold of what needs to be recorded, the system should include any matters where charges have been laid for a breach of those parts of Section 9 of the Public Sector Management Act 1994 described above, or any matters that have been investigated with a view to the prosecution of fraud or corruption.

Information to be Recorded

Details of the information that is to be recorded is as follows:

1

Case Information

1. Total number of allegations of fraud and corruption.

2. Number of cases investigated by the agency;

· a) Internally;

· b) External service provider;

· c) AFP.

3. Number of cases referred to the AFP and declined, including reasons for the declination where provided by the AFP.

4. Number of cases where the investigation was discontinued and reasons as to why this occurred.

5. Number of cases involving an offence by an external service provider.

2

Outcome of Cases 

Number of cases:

1. Referred to the DPP for prosecution (either directly or through the AFP):

· Number of convictions (penalty to be recorded);

· Number of acquittals;

· Number of briefs where insufficient evidence is available to mount a prosecution;

2. Administrative remedy applied (e.g. disciplinary provisions):

· administrative action taken (penalty to be recorded);

3. Civil remedy applied (e.g. recovery of monies).

4. No further action taken (a summary of reasons to be recorded).

3

Losses

1. Financial.

2. Physical assets.

3. Information (brief description only).

4. Disruption of service (brief description only).

5. Damage to reputation of agency (brief description only).

4

Recoveries

1. By criminal prosecution, including the Confiscation of Criminal Assets Act 2003.
2. By civil remedy.

3. By administrative remedy.

5

Offenders

Number (not identity) of individuals considered to be responsible for fraud or corruption that were: 

1. Employees of agency.

2. Contractors to the agency (please identify whether a) individual or b) corporate).

3. External to the agency (please identify whether a) individual or b) corporate).

6

Methods used by Offenders

How many offenders (either individual or corporate) used the following methods:

1. Unauthorised access to a computer.

2. Unauthorised access to a secure physical location.

3. Falsification of documents.

4. Making false statements.

5. Bypassing controls to avoid a liability.

6. Using the Internet.

7. Using electronic transfer of funds.

8. Misrepresenting a person’s identity.

9. Misrepresenting a corporate entity’s identity.

10. Other (brief description only).

7

Prevention and Detection Activity

1. Number of staff provided with training in:

· Ethics;

· Fraud control; or 

· Corruption prevention.

2. Date of completion of current fraud and corruption prevention plan.

3. Proposed date of next fraud and corruption prevention plan.

ATTACHMENT D: Criteria for dealing with cases

	
	Suggested Streaming of Cases for Investigation



	Characteristic of case


	Refer to the Australian Federal Police
	Characteristic of case


	Refer to the Australian Federal Police

	Complexity
	Requires detailed analysis of large amounts of evidence, both paper and computer based

Use of sophisticated technology
	Complexity
	Requires detailed analysis of large amounts of evidence, both paper and computer based

Use of sophisticated technology

	Potential damage
	High monetary loss

Significant damage to the reputation of the ACT PS

Harm to the economy, assets or environment of the ACT

Impact upon broader national law enforcement issues (eg, organised crime, money laundering)
	Potential damage
	High monetary loss

Significant damage to the reputation of the ACT PS

Harm to the economy, assets or environment of the ACT

Impact upon broader national law enforcement issues (eg, organised crime, money laundering)

	Nature of offence
	Elements of criminal conspiracy

Serious breach of trust by an ACT employee
	Nature of offence
	Elements of criminal conspiracy

Serious breach of trust by an ACT employee

	Status of evidence
	Preliminary analysis indicates strong possibility of proof beyond reasonable doubt 

Falls within ACT DPP Prosecution policy
	Status of evidence
	Preliminary analysis indicates strong possibility of proof beyond reasonable doubt 

Falls within ACT DPP Prosecution policy

	Scope
	Involves known or suspected criminal activities in a number of ACT agencies and/or jurisdictions 

Collusion between a number of parties
	Scope
	Involves known or suspected criminal activities in a number of ACT agencies and/or jurisdictions 

Collusion between a number of parties

	Availability of evidence
	Evidence is required that can only be obtained by exercise of a search warrant or surveillance
	Availability of evidence
	Evidence is required that can only be obtained by exercise of a search warrant or surveillance


� At the time of preparation of this draft, the ACT Model Litigant Guidelines were still in draft form.


� If the investigation was complex and involved external investigators, the SERBIR may wish to consult with the AFP or engage an independent investigator from the panel of investigators described in Paragraph 7.4 of this policy. 


� Some agencies may have a management structure not including a Chief Executive.  In which case the references to a Chief Executive should be read as including some other form of governing body.
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