Example Agency


1.2 RISK MANAGEMENT 

Policy

Example Agency have implemented this policy to ensure the department effectively manages all significant business risks by adopting appropriate risk treatments to reduce risks to an acceptable level.

Rationale for Policy

Risk Management is an essential element of good corporate governance and sound management practice.  

Responsibilities and Accountabilities

The primary responsibilities and accountabilities in relation to Risk Management rests with the:

· Chief Executive;

· Directors; and

· Audit Committee.

Chief Executive

The Chief Executive has responsibility for the overall risk management framework.

Directors 

Directors have responsibility for management of strategic and operational risks and the effective operation of the internal control structure/risk treatments.

Audit Committee

The Audit Committee has responsibility for reviewing and monitoring the effectiveness of the departments’ risk management strategy.

Non Compliance

Non-compliance with these procedures may result in the department having an increased and unacceptable exposure to significant risks.  

Managers and staff are therefore accountable to the Chief Executive for the fulfilment of their responsibilities under these procedures.  Non-compliance will be taken as a serious matter and may result in disciplinary action or be reflected in management performance reviews.

Target users

These procedural rules are for all management and staff of the department.

Procedures

The following procedures are addressed by these guidelines:

· accountability mechanisms; 

· the risk management process;

· timing of risk assessments;

· conduct of risk assessments; and

· evaluation criteria and parameters.

 Accountability Mechanisms/ Risk Register

All significant business risks shall be identified and any affecting outputs should be addressed within business’ unit’s business plans.  The directors responsible for these plans are accountable for the management of the risks contained in them.

These risks will also be recorded centrally in a departmental risk register.  The Director Corporate Services will be responsible for the maintenance of the risk register. At least once annually those directors will be required to confirm that the risks included in the register, for which they have responsibility, have been effectively managed; and specifically that the internal control structure and other treatments adopted to manage those risks have operated effectively.

The Audit Committee shall include in its annual report to the Chief Executive, a statement summarising its review and monitoring activities, as they relate to the oversight of the risk management process.  The Committee shall also indicate whether, in its opinion, based on its activities, any significant business risks remain at an unacceptably high level.

The Risk Management Process 

The process adopted by the department for risk management accords with the Australian/New Zealand Standard AS/NZS 4360:1999 ‘Risk Management’.

Establish the Context

Decisions about managing risk need to be consistent with the ACT Public Service and external environments.  Managers need to understand the external risks to the achievement of the department’s business objectives and the potential impact.

All risks are framed in terms of their impact on achievement of objectives.  It is therefore important that the specific objectives of the business unit, process function or activity subject to review are clearly defined and understood.

Identify Risks

This process contemplates consideration of all non-trivial risks.  A systematic, logical approach is required to ensure completeness.  This is achieved through the development and application of a conceptual risk framework.  The framework to be used by the department categorises risk as follows:

Analyse Risks

Analysis of the risks identified above is separated into two components – the consequence of the risk (measured in terms of business impact) and the likelihood of the risk (measured in terms of probability of occurrence).

Both consequence and likelihood are initially measured prior to consideration of the system of internal control.

The impact of the risk is considered in terms of its effect on:

· outputs (time, cost, quality) and outcomes;

· resources (staff, information, financial, physical assets);

· reputation (external and internal);

· business continuity;

· legislative and regulatory compliance; and

· stakeholders.

A risk event may not impact on all categories.

Evaluate Risks

The results of the risk analysis are the primary input for the risk evaluation process.  This first involves establishing the level of each risk and comparing the level of each risk to acceptability criteria.

Those risks considered to be acceptable are included in a risk register for completeness, and no further management action is required.

Those risks that are unacceptable are subject to further consideration as part of the risk treatment process.

Treat Risks

The purpose of risk treatments is to lower the level of risk to an acceptable level.  There are four approaches to risk treatment:

· avoid the risk; or

· transfer the risk; or

· control the risk; or

· retain the risk.

Avoid the risk

Where it is practical to do so, the risk can be avoided by deciding not to proceed with the function, process or activity that gives rise to the risk.  This option should not be confused with risk aversion.  Risk is inherent in most activities and there is a natural tendency to ignore or evade risk.  This is not appropriate and the decision to avoid risk must be taken from a business perspective.

Transfer the Risk

Responsibility for the risk treatments can be transferred to another party, who can share some or all of the risk.  This can be achieved through organisational arrangements such as outsourcing, partnering, joint venturing; through contracts; or by insurance (although the latter will only treat the financial impact of the risk).

Control the Risk

The likelihood and/or impact of the risk may be reduced through implementation of appropriate controls.

If this option is utilised the manager should first assess the design of existing controls in terms of their effectiveness in reducing either likelihood and/or consequence.  The existing controls should also be evaluated in terms of the acceptability of their cost.

Where existing controls are considered to be cost-effective, the risk level should be re-assessed after consideration of the controls.  If the risk is reduced to an acceptable level through the design of existing controls, no further management action is required.

Where existing controls are considered either not to be cost-effective, or are poorly designed or non-existent; the manager should revise the existing controls or design appropriate controls.

Retain the Risk

Unacceptable risks are retained where they cannot be avoided, transferred or cost-effectively controlled.  These will require risk-financing arrangements to be implemented.

Evaluation of possible treatments requires consideration of the cost-benefit of each option.  The option selected for each risk should be documented in the risk register, and the re-assessed level of risk after the option is implemented should be recorded.

Where management action is required to implement a risk treatment this is recorded in a risk treatment plan, which identifies the necessary action, the manager responsible for implementation, and the timetable for implementation.

Monitor and Review Risks

It is necessary to monitor risks, the effectiveness of risk treatment plans (including the effective operation of controls); and the risk management system.

Ongoing management and staff monitoring of risk and control should be undertaken using self-assessment techniques.  The results of all self-assessments should be consolidated and reported annually to the Chief Executive and Audit Committee.

All significant business risks should be included in Business Plans.  The review of progress of these plans will incorporate a review of any specific strategies and actions identified to treat risks.

Directors will be required to sign-off each year on the risks and treatments identified in the risk register they have responsibility for.  This sign-off will confirm that all significant business risks have been identified, that risk assessments remain appropriate and that the risk treatments operated effectively throughout the year.

Timing of Risk Assessments

The risk management cycle in the department should align with its business planning cycle.

The risk management process should also be applied on an as required basis to major contracts, new product development and other projects initiated during the planning cycle.

Conduct of Risk Assessments

Initial risk assessments are to be undertaken by external experts in conjunction with directors.

All risk assessments should be formally documented and retained by the relevant director, to support the content of the risk register.  

Links

Australian/New Zealand Standard AS/NZS 4360:1999 ‘Risk Management’.
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